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1	Decision/action requested
It is requested that SA3 endorses, as a working principle for the AKMA_Ph2 normative work, to consider solutions in support of LI in roaming according to the prioritization proposed in the present document and to respond to SA3-LI along the lines of the accompanying draft response LS [2].
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3	Background
SA3-LI has (via LS:es) interacted twice with SA3 on the issue of normative work to enable the VPLMN to comply with LI obligations when AKMA is used with an AF outside the VPLMN, see [3], Key issue#1, case 1 and 3. At least in case 1, the ability of LI depends only on information transfer from HPLMN to VPLMN and is therefore, at least in principle, something that could be handled entirely by normative SA3 work.
In the first LS response [4], SA3 replied that conclusions around LI in roaming were missing due to
a. roaming not yet being supported (mainly due to an editorial note), and,
b. the lack of solutions. 
In [4], SA3 also indicates an intent to engage in discussion with SA3-LI on possible approaches to LI. 
The AKMA Ph2 study [3] is now completed and concludes that AKMA roaming can be supported, but there is still no conclusion on the need for normative work and this is noted by SA3-LI in the new LS [1]. All mentioning of regulatory compliance that were present in the SID description has even been deleted from the WID in [9], which is concerning. 
The lack of conclusion on which normative work (if any) is needed is likely a result of the fact that (b) remains true: no really concrete (and sufficiently detailed) solution to the problem of transferring the necessary security parameters from HPLMN to VPLMN has been presented or analysed. SA3-LI warns about the possibility to use AKMA at all in roaming: while one could envision a solution based on AKMA-enabled integrity-protection (without encryption) in roaming, there could be issues with this since all the defined cipher suites of [5] are TLS-specific, IETF-defined, AEAD-transforms that might not allow switching off only the encryption.
This contribution therefore argues that to safeguard the business case for AKMA-roaming, SA3 as a first priority encourages companies to input concrete solution ideas for normative work on the necessary LI-support functions. These are then to be analysed and discussed in liaison with SA3-LI. Secondly, SA3 should preferably also start to analyze the pre-defined Ua* protocol profiles in order to identify modifications that could at least allow AKMA to be used with integrity protection only in roaming cases. This could be useful for MNOs who for whatever reason find a full-fledged LI-solution dealing with encrypted traffic too complex. 
The contribution also provides, as a starting point for the work, an outline of a possible approach to the LI-support functions, leveraging the SBA architecture in clause 4 below. While this approach is still to be considered a "sketch", it is still much more detailed than any other solution brought forward in the previous discussions.
4	Potential SBA-based solution
To avoid that the VPLMN discloses activation of LI to the HPLMN, it is necessary that the VPLMN obtains AKMA keys and security parameters for all inbound roamers, regardless of whether they are (yet) LI targets or not. This means that only two high level approaches are feasible:
1. The VPLMN pulls/requests keys and security parameters for all inbound roamers.
2. The HPLMN pushes keys and security parameters for all inbound roamers.
The first approach is difficult in the case of AKMA: the explicit bootstrapping protocol that was defined for the predecessor GBA [6] has been removed and the VPLMN can therefore in general not know whether AKMA is enabled for a specific inbound subscriber, nor can the VPLMN easily detect that AKMA is being initiated. This suggests that approach (2) might be preferred.
Since the 5GS is built as a SBA architecture, there exists a seemingly quite attractive approach to (2): the VPLMN "subscribes" to notifications regarding AKMA events occurring in the HPLMN, e.g. establishing (or removing) AKMA context, establishing (or updating) AF-specific keys, establishing (or modifying) Ua* protocol session with AF in the HPLMN. The HPLMN "notifies" the VPLMN whenever such events occur, including relevant information (keys, security parameters, etc.) in the notifications. Another advantage of this is that PLMNs who have no legal obligations for encrypted traffic (or handle those via other means, e.g. roaming agreements) need not subscribe at all to those notifications. 
In the sequel, a generic approach only for AKMA events at the AAnF is discussed. Other events (including events at the HPLMN AF) seem feasible to handle by similar mechanisms. 
1. Some (to-be-determined) NF in the VPLMN discovers the AAnF of the HPLMN, and specifically an associated key-retrieval SBI service(s), herein by example denoted Naanf_RoamingKeyMgmt. (This discovery is performed via the vNRF/hNRF and the SEPP:s, details of which are omitted.)
2. An inbound roamer from the HPLMN registers in the VPLMN. Step 3 and 4 are performed for all such inbound roamers, regardless of whether they are, or might become, LI targets in the VPLMN. This is crucial to avoid detectability of LI and to ensure possibility of a later mid-session intercept. Details of the registration signalling (primary authentication, etc.) are assumed well-known and is therefore omitted.
3. The NF of step 1 is notified about the registration through some kind of indication, including the SUPI. 
NOTE 1:	The SEAF might be a suitable candidate for this NF, in which case this is done over an AMF-internal interface. (The internal, LI-specific functions of this NF are responsible for making the keys and other parameters usable by the LI-system, as required.)
NOTE 2:	It is undesirable for the NF to be an entirely LI-specific NF, since it would create a direct inter-PLMN LI-interface.  
NOTE 3:	The keys and other information obtained through the Naanf_RoamingKeyMgmt service need not only be useful for LI. Knowledge of these keys would also allow in-network content services in the VPLMN which would otherwise be impossible when encryption keys are not known.
 
4. The NF of the VPLMN now subscribes to Naanf_RoamingKeyMgmt for relevant key management events from the AAnF, by including the subscriber identity (SUPI). Again, this step is carried out via the vNRF and might include authorization of the service subscription.
5. A key establishment event occurs in the AAnF of the HPLMN for the subscriber (this might be "implict" relative to the VPLMN, e.g. in case an AF requests a KAF for the subscriber). 
6. The AAnF sends a notification, including the subscriber identity as well as the relevant keys/parameters to the NF of the VPLMN. 
7. If/when LI is activated for the subscriber, the LI function of the NF can transfer the keys and other parameters to a suitable point-of-intercept in the VPLMN. This is not shown.
NOTE 4:	The will always be a VPLMN UPF present in the traffic path between UE and HPLMN AF (not shown below). By [8], this UPF already has a point-of-intercept for LI which could then utilize the keys to implement LI. 

This is conceptually outlined in the diagram below, based on the 5G subscription/notification procedures as currently defined in [7]. 
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Figure 1: Possible key/parameter retrieval approach via 5G SBA.
A candidate for the VPLMN NF might as mentioned be the SEAF: the SEAF has the role of storing keys and other security parameters for subscribers and it also happens to be collocated with the AMF, which already has LI-functionality defined by [8]. 
The 5GS has a security feature that can serve an important role in the above outlined procedure. In earlier systems (up to and including 4G) there was no means for the HPLMN to actually verify that the VPLMN is not fraudulent when it claims to have an inbound roamer from the HPLMN. 5G includes an enhancement to the authentication procedure, by which the HPLMN can obtain a "cryptographic proof" that the claimed subscriber indeed is accessing through the VPLMN, through the use of XRES vs XRES*. This reduces the risk that an untrusted VPLMN obtains keys for subscribers who are actually not present in the VPLMN.

3	Detailed proposal 
It is proposed that SA3, in order to safe-guard that AKMA can be utilized to the maximum extent also in remaining, adopts the following prioritization for the normative work: 
1. As a first priority, consider normative work on technical solutions that enable the transfer of AKMA key material, Ua* protocol configuration information, etc, from HPLMN to VPLMN, so that the VPLMN is fully enabled to comply with regulatory obligations without disabling AKMA encryption. (Such approaches could include leveraging on the SBA as discussed above, but other approaches are most likely also available.)
2. As a second priority, to be used in case (1) is deemed infeasible, or, as a complement to (1), perform an overview of the Ua* protocol profile definitions, in particular the cipher suite definitions cross-referenced in TS 33.210. Based on the outcome of this, modify or extend those profiles as needed with cipher suites that support selective enablement of encryption without need to disable integrity protection. In order to avoid undesired downgrade of security, it could be considered to restrict usage of such profiles to roaming only.
Since some MNOs could still prefer to regulate use of AKMA encryption via roaming agreements, it is proposed that the possibility of this is mentioned explicitly in TS 33.535, regardless of the outcome of (1, 2) above.
Finally, it is proposed that SA3's adoption of the above working principles is reflected in a response LS to SA3-LI, along the lines of [2].  
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